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Overview

DomainTools Resilient App enables users to automate Incident Response processes by bringing in DomainTools
intelligence data and analytics within the Resilient platform.

Our users can automate their Incident playbooks entirely or perform ad-hoc actions on domain-based Artifacts to
gain in-line contextual intelligence.

The App leverages the Iris Investigate APl to automate data enrichment inside of IBM Resilient.

Key Benefits

1. Automate incident handling to triage an incident by leveraging Resilient Rules and workflows to identify
dangerous domain artifacts

Gain context by enriching domain artifacts on-demand with DomainTools Intelligence

Avoid context switching and preserve DomainTools enrichment data in a DataTable within an Incident
Automate incident handling by leveraging DomainTools Risk Score Analytics

Leverage DomainTools Iris Tags to identify malicious domain artifacts

Discover unknown infrastructures by automating connected infrastructure discovery using DomainTools
Pivot Analytics

ok wN

Deployment Guide

Pre-Requisites

e An active DomainTools Iris APl key

e IBMREesilient >=v33.0.5112

e Python2.7

e AnIntegrations Server running resilient-circuits >=v31.0.0

e The DomainTools Resilient App installed from App Exchange
Install Steps

1. Copy the fn_domaintools-1.*.*.zip to the Integrations server and SSH into it

2. Unzip the package
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$ unzip fn domaintools-1l.x.x.zip
Install the package

$ pip install fn domaintools-1l.x.x.tar.gz
Export to server

S resilient-circuits customize

Import the configurations into your app.config file:

$ resilient-circuits config -u
Open the configfile, scroll to the bottom and add your DomainTools APl keys

$ nano ~/.resilient/app.config

Config Required Description
dt_api_user_name Yes The DomainTools APl username
dt_api_key Yes The DomainTools API Key

Save and Close the app.config file
Run resilient-circuits
$ resilient-circuits run
Login to the Resilient Appliance. Go to Customization Settings > Layouts > Incident Tabs

In order to persist/ view the enrichment data from DomainTools you can store the enrichment result
inside a Resilient DataTable.

1. Create anew Incident Tab named ‘DomainTools’.
2. Thendrag DomainTools Result from under Data Tables column to the middle of the page.
3. Hitthe Save button.
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See screenshot below:

nRresilient Create
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Custamization Settings

Search...

Layouts Rules Scripts Workflows Functions Message Destinations Phases & Tasks Incident Types Breach Artifacts ¢
New Incident Wizard Incident: DomainTools Delete

Incident Tabs

Manage Tabs

DomainTools Results

Summary Section

Tasks

Details

Breach

Notes

Members

News Feed

N

Attachments
Stats

Timeline 1

Artifacts

DomainTools

Add Tab

Close Incident

10. Verify Setup

| Address

| Atberta Heait Risk Assessment
| Assessed Liability

B

| Country/Region

| Created By

| criminat activity

| Data Encrypted

LAY AR IR YA AR

| Data Format

Data Tables & “Add Tablo

| DomainTools Resuits ’

Views €

| Address

| Analytics Widget

| Artifacts Widget

| Attachments Widget
| Closed Date

| Create Date

|Crea|or
|

The DomainTools App contains 5 Functions, 4 Workflows, 4 Rules and 1 Data Table that automates the
functionalities within IBM Resilient. Login to the Resilient Appliance and verify the following setup exists

in your Resilient instance:
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DataTable

Editing Data Table

@
Table Definition

What is the label for this table? * @ “;Dmin-rmgs Results

AP Access Name * @ domaintools_results

Artifacts

Ensure that DNS Name artifact exists in your environment. If not, create one.

Customization Settings

Layouts Rules Scripts  Workflows Functions Message Destinations Phases & Tasks Incident Types Breach Artifacts
Incidents can be related when they share the same artifact. Use this tab to determine which artifact types show the relationship. Choose No to reduce "clutter” for artifact types that appear in multiple incidents but the information is not useful.

These settings are for the default behavior. A user can override the setting for individual incidents.

Search. Create Artifact Type

Artifact Type « Description Relate Incidents?

DNS Name Suspicious DNS name @Yes  ONo @

DomainTools Message Queue

Customization Settings

Layouts Rules Scripts Workflows Functions Message Destinations Phases & Tasks Incident Types Breach Artifacts

+ Add Message Destination

Rules can send object details to message destinations, which can be
domaintools Queue accessed by external scripts or programs for processing.

Message Destinations

Display Name Type

COPYRIGHT DOMAINTOOLS 2019 | SALES@DOMAINTOOLS.COM (206) 838-9020 WWW.DOMAINTOOLS.COM




DOMAINTOOLS

Functions

Customization Settings

Layouts Rules Scripts Workflows Functions Message Destinations Phases & Tasks Incident Types Breach Artifacts

Functions

- lew Function

Search..
Name Description

DomainTools : Discover Actionable Pivots Discover Actionable Pivots frem DomainTools

DomainTools : Execute Pivots Execute Pivots found in DomainTools Intelligence

DomainTools : Extract Risk Score Extract Risk Score from DomainTools Profile

DomainTools : Format Iris Investigate Data Format the results from DomainTools for consumption

DomainTools : Profile Domain with Iris

B 88 8 8

Profile Domain with DomainTools Iris

Workflows

Customization Settings

Layouts Rules Scripts Workflows Functions Message Destinations Phases & Tasks Incident Types Breach Artifacts

Workflows

Search.
Workflow Name Description Object Type  Rules
DomainTools: Auto Pivot with Iris DomainTools: Auto Pivot with Iris

Artifact ']

DomainTools: Check Domain Risk Score Use the DomainTools Iris Investigate API to profile a domain name, including Domain Risk Score, then act on the score. Artifact o
DomainTools: Check Domain Tags Template Use the DomainTools Iris Investigate API to check the tags on a domain name. Artifact o
DomainTooals: Profile Domain with Iris Use the DomainTools Iris Investigate API to profile a domain name, then write a formatted note to the incident with all the data retrieved from Iris.  Artifact o

Scripts

Customization Settings

Layouts Rules Scripts Workflows Functions Message Destinations Phases & Tasks Incident Types Breach Artifacts

Scripts

Search

Object

Script Name Description Type Rules
Create Task Note Update Task fields for the Incident Incident i}
No pivots found A sample script to write a Note when no Pivots are found for a Domain Incident o
Sample script: process This script processes inbound emails. Change the new incident owner value on line 8 before running. The script creates an incident from an email message, adds artifacts to the incident, Email i}
inbound email (v32.2) based on information in the body of the message, and adds any email attachments to the incident. Message
Unknown Domain Write a Note to the Incident if Domain Intelligence if unavailable Incident o
Write RiskScore to Incident  Write the Risk Score of the Domain to the Incident Note Artifact o
Note
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Customizing DomainTools App

App Config Settings:

[fn_domaintools]

dt api user name=<API Username>
dt api key=<API Key>

Functions:

nRresilient Create

Customization Settings

Layouts Rules Scripts Workflows Functions Message Destinations Phases & Tasks Incident Types Breach Artifacts

runetions ==
Search

Name Description

DomainTools : Discover Actionable Pivots Discover Actionable Pivots from DomainTools

DomainTools : Execute Pivots Execute Pivots found in DomainTeols Intelligence

DomainTools : Extract Risk Score Extract Risk Score from DomainTools Profile

DomainTools : Format Iris Investigate Data Format the results from DomainTools for consumption

DomainTools : Profile Domain with Iris Profile Domain with DomainTools Iris

B 2 8 8 8

© Copyright IBM Corporation 2019

DomainTools : Profile Domain with Iris

Description:

This Function uses Iris Investigate APl with domain as a parameter to retrieve all domain intelligence data inside
Resilient.
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Referenced Workflow:

Example of the function being invoked from a workflow

Query the Iris Investigate API for all Format Iris results and add them as
available details on the domain name. a note to the incident.

Domain Results

5 Found
<-|> @ DomainTools : 5 DomainTools :
Profile Domain »"  Format Iris
Investi...

E] with...
Eit:rﬁﬂic\t”here

Extend the workflow with custom
actions based on specific Iris fields.

Don':ainTnoIs 2
P Format Iris ~ ———
No Results found Investi...
Inputs:
Input Name Type Required Description
dt_domain_name String Yes Domain Artifact of Type ‘DNS
Name’
Outputs:
Output Name Type Required Description
dt_iris_data JSON String No JSON String of DomainTools
Iris Resultset

Pre-process Script:
inputs.dt domain name = artifact.value
Post-process Script:

incident.addNote ('Performed DomainTools Iris profile of

{0}'.format (results['domain']))
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incident.properties.domaintoolsdata = True

DomainTools : Format Iris Investigate Data

Description:

{¥poMAINTOOLS

Format the results from Iris Investigate APl query for downstream consumption and processing. It also includes
the steps to write the data into DomainTools DataTable inside Resilient using post-processing scripts.

Referenced Workflow:

Example of the function being invoked from a workflow

N
4

OO0
©® ®

Query the Iris Investigate API for all
available details on the domain name.

Domain Results
Found

Format Iris results and add them as
a note to the incident.

<-|> <O> DomainTools 4
Profile Domain
R with...

®
Esvt:r';ﬂs;c\’;ﬁhere

izl

¢ N
T |
,DomainTools :
¥ Format Iris =
Investi... =

Extend the workflow with custom
actions based on specific Iris fields.

DomainTools :
$  Format Iris ~ ——

No Results found

Investi...

Inputs:
Input Name Type Required Description
incident_id Number Yes Resilient Incident ID
dt_format_options LOV Yes LOV includes - Analytics,
Identity, Registration, Hosting
dt_format_type LOV Yes Default to ‘JSON’
dt_iris_data_in JSON String Yes JSON string containing Iris
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resultset

Pre-processing Script:

inputs.incident id = incident.id

inputs.dt iris data in = workflow.properties.dt iris data['dt iris data']

Post-processing Script:

dt row = incident.addRow ("domaintools results")

dt row['domain name'] = results["Domain Name"]

dt row['retrieval date'] = results["Retrieval Date"]

dt row['age'] = results["Age"]

dt row['overall risk score'] = results["Overall Risk Score"]

dt row['proximity risk score'] = results["Proximity Risk Score"]
dt row['threat profile risk score'] = results["Threat Profile Risk Score"]
dt row['website response code'] = results["Website Response Code"]
dt row['ip country code'] = results["IP Country Code"]

dt row['alexa'] = results["Alexa"]

dt row['registrant name'] = results["Registrant Name"]

dt row['registrant org'] = results["Registrant Org"]

dt row['registrant contact'] = results["Registrant Contact"]

dt row['soa email'] = results["SOA Email"]

dt row['ssl certificate email'] = results["SSL Certificate Email"]
dt row['admin contact'] = results["Admin Contact"]

dt row['technical contact'] = results["Technical Contact"]

dt row['billing contact'] = results["Billing Contact"]

dt row['email domains'] = results["Email Domains"]

dt row['additional whois emails'] = results["Additional Whois Emails"]
dt row['domain registrar'] = results["Domain Registrar"]

dt row['registrar status'] = results["Registrar Status"]

dt row['domain status'] = results["Domain Status"]

dt row['created date'] = results["Create Date"]

dt row['expiration date'] = results["Expiration Date"]

dt row['ip addresses'] = results["IP Addresses"]
dt row['mail servers'] = results["Mail Servers"]

dt row['spf record'] = results["SPF Record"]
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dt row['name servers'] = results["Name Servers"]

dt row['ssl certificate'] = results["SSL Certificate"]

dt row['redirects to'] = results["Redirects To"]

dt row['google adsense tracking code'] = results["Google Adsense Tracking Code"]

dt row['google analytics tracking code'] = results["Google Analytics Tracking Code"]

incident.addNote ('Added {0} to DomainTools Table'.format (results["Domain Name"]))
If no domain intelligence is available for a domain artifact, the following alternative script is executed:

incident.addNote ('Domain Not Found')

DomainTools : Discover Actionable Pivots

Description:

The function helps discover all available Pivot (Discovery points) for a specific Domain Artifact based on a
configurable Guided Pivot value

Referenced Workflow:

Example of the function being invoked from a workflow

-:- . Pivol function dynamically
" chacks for the 'underiying’u
Q'y . +vveren+] component and reverses for
/ pivot on ssh_hash O i Domain Information
x Execule Pivols

( ) DomainTools - DomainTools : -
Profile Domain Discover -
c C ; with, Actionable. peoton
'.' e ip.address
@ Start your % Extend the warkllow with custom
workflow here ': actions based on your needs
Allows you o
i B
wvalue for
automating your
investigations
pivot an smail
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Inputs:
Input Name Type Required Description
dt_iris_data_in JSON String No JSON String of DomainTools
Iris Resultset
dt_pivot_count Number Yes Default set to ‘300’
Defines the threshold value for
DomainTools Guided Pivot, an
analytics that helps discover
connected infrastructure
Outputs:
Output Name Type Required Description
dt_pivot_data Number Yes List of all available Pivots for
that Domain

Pre-processing Script:

inputs.dt_iris_data_in = workflow.properties.dt_iris_data['dt_iris_data']
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DomainTools : Execute Pivots

Description:

The Execute Pivots function, takes the pivot_data resultset from ‘Discover Actional Pivots’ function as an input
and then performs a reverse look up to identify any associated Domains. This enables user to discover connected
infrastructures associated with the domains.

Referenced Workflow:

Example of the function being invoked from a workflow

Pivol function dynamicalty
checks for the undertying
©+eeee | cOmpONENt and raverses for

Domain Information

.-"'_'_.-:.:‘: o -
) nainTools My Sl elao)
\ in i pvaton || Execuls Pivats L (F)(E)([F)
ipaddiess

Start your
workflow here o
‘Aliows you 1o
canfigure the Pivat
value for
automating your
investigations

Esttend the workllow with custom
actions based on your needs

p Domai 2
‘oot an emal Execute Pivols

Inputs:

Input Name Type Required Description

dt_pivot_value String Yes The specific JSON attribute

containing the domain attribute
field

dt_pivot_type LOV Yes List of values can be one of the
following:

ip, email, email_domain,
nameserver_hsot,
nameserver_domain,
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nameserver_ip, registrar,
registrant, registrant_orf,
mailserver_hsot,
mailserver_domain,
mailserver_ip, redirect_domain,
ssl_dhash, ssl_subject, ssl_email,
ssl_org, google_analytics,
adsense

dt_data_updated_after Date No Date Updated After parameter
to further filter the lookup

dt_created_date Date No Created Date parameter to
further filter the lookup

Post-processing Script:

incident.addNote ('New Domains discovered from SSL Hash - Iris Pivot Function')
for k, domain in enumerate (results['pivots']):
incident.addNote ('DNS Name, {0}, pivot from Iris'.format (domain))

In the above templated workflow, we pivot on ssl_hash, ip_address and email fields to demonstrate an example.
You can further extend the workflow to pivot on any of the 19 attributes listed under dt_pivot_type below.
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DomainTools App Functionalities

The DomainTools App delivers these functionalities via a set of pre-packaged Resilient Functions and Workflows.
Detailed below are steps to execute the workflows in your instance, once the app is configured. Users can and
should further customize these workflows to meet their organization’s incident response processes.

Domain Enrichment for Artifacts

This workflow allows the ability for Resilient users to perform ad-hoc enrichment of Domain Artifacts in an
Incident with core DomainTools Iris data. The integration brings in Iris data for a domain, including Whois,
DomainTools Analytics like Risk Score, Threat Profiles, and artifacts associated with the domain like SSL, ASN
info, etc.

Query the Iris Investigate API for all Format Iris results and add them as
available details on the domain name. a note to the incident.

Domain Results

e N
Jix)
Found o
o DomainTools :
»"  Format Iris -
Investi...

Extend the workflow with custom
actions based on specific Iris fields.

<"|> @ DomainTools :
Profile Domain
R with...

Esvt:rﬁﬂf\’: rhe re

DomainTools :
$  Format Iris =~ ——
No Results found Investi...

Workflow Name: DomainTools: Profile Domain with Iris
Steps to invoke the workflow:
1. From IBM Resilient interface, select an incident to investigate

2. Select the Artifacts Tab to view the artifacts associated with the incident
3. Ifan Artifact of Type DNS Name does NOT exist, one can add a new Artifact to the incident
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Refer to IBM Resilient Documentation for details about how to use the
Incident Interface.

4. Click the Hamburger menu for the Artifact and select the workflow “DT: Profile Domain with Iris”

nRresilient Incidents | Create
PhishMe_Ident2
Description Summary
No description. b} 4206
Phase Engage
Tasks Details Breach Notes Members News Feed Attachments Stats  Timeline  Artifacts DomainTools Severity High
Date Created 08/02/2019
Date Discovered  08/02/2019
Search... Artifact Type: All  Date Created: All + Has Attachment: All
Waspersonal  No
information or
show 25 % personal data
involved?
Type value Created . Relate? Actions. -
DNS Name int-chase.com 08/02/201910:53 Relate incidents via thisartifact & @
[ Ons Name thegreatwatermelonheist.blog 08/02/2019 10:53 Relate incidents via this artifacl  DT: Auto Pivot with Iris People
DT: Check for Tagged Domains Created By & Sourin Paul
icloud.com-asia.info 08/02/2019 10:51 s i R o
 onis Name | 8/02/ Relate incidents via this artifacl  DT: Domain Risk Score ‘ Gumer & Sourin Paul

DT: Profile Domain with Iris

DNS Name equifaxbreachsettlement.com 08/02/2019 10:40 As specified in the artifact typ@ ety o Members There are no members.

Related Tneidents

5. Check the Notes section to see the results of the enrichment

Tasks Details Breach Notes Members News Feed Attachments Stats  Timeline Artifacts DomainTools

SansSerif ¢ Nomal s B I U & i=

= AR S EWS

4
Search... Show Task Notes (| Oldest Notes First Created By: 0 selected Date Created: All ~

& Sourin Paul added a note to the Incident 08/02/2019 10:54 PR EI
Added int-chase.com to DomainTools Table

& Sourin Paul added a note to the Incident 08/02/2019 10:54 S = 1 EI

Performed DomainTools Iris profile of int-chase.com
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Persist Enrichment data in DataTable

This functionality provides an ability to persist the enrichment data in Data Tables inside an Incident. Users can
review the enrichment data over the life of the incident and co-relate multiple domain Artifacts that share
common straits.

The DomainTools table also provides a way to review the complete DomainTools intelligence conveniently across
all Artifacts for that incident.

Steps to access DomainTools tab

1. Follow the steps detailed above to enrich a particular Artifact using 'DT: Profile Domain with Iris’
2. Select the DomainTools tab, to view the Domain intelligence for an Artifact

Tasks Details Breach Notes Members News Feed Attachments Stats Timeline Artifacts DomainTools

DomainTools Results

Search... Print Export
1P

Country
Retrieval Age Overall Risk Proximity Risk Threat Profile Website Response Code Alexa Registrant Regi
Domain Name €@ Date @ Li] Score @ Score © Risk Score @ Code © (1] (i ] Name @ org
equifaxbreachsettlem 2019-08- 66 55 9 55 - us 15021 Registratio Dor
ent.com 17 n Private By |
LLC

Workflow to Identify High-Risk Domains

A pre-built workflow that pivots on DomainTools Risk Score to evaluate if a particular domain is Risky or Not. The
workflow template also provides a way to configure the Risk Threshold (90 by default), which can be further
customized based on your organization's processes.

If an Artifact is deemed Risky, the workflow will append a Note to the Incident record noting the Risk Score and
Domain Artifact.
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Name* DomainToels: Check Domain Risk Score
API Name * & domaintools_check_domain
Description Use the DomainTools Iris Investigate API to profile a domain name, including Domain Risk Score, then act on the score.
g
Object Type * ;
Gl Artifact e
o+
k= Queries the DomainTools Replace this function with your own remediation
,4 Iris Investigate API step, such as blocking the domain.

y— Is Risk >80 .
( ) 3 DomainTools : 3 @ o DomainTools :
Profile Domain 1 Format Iris
K with... High Risk Investi...
B [
workflow here

Not a High Risk

Workflow Name: DomainTools: Check Domain Risk Score

Steps to invoke the workflow:
1. Follow the steps detailed above to locate an Artifact of type DNS Name
2. Click the Hamburger menu for the Artifact and select the workflow “DT: Domain Risk Score”

Tasks Details Breach Notes Members News Feed Attachments Stats Timeline Artifacts DomainTools

Add Artifact Table Graph

Search... Artifact Type: All  Date Created: All ¥  Has Attachment: All
Show | 25 s
Type Value Created . Relate? Actions
m int-chase.com 08/17/2019 08:24 As specified in the artifact type sett ¥ o -
int-suntrust.com 07/30/2019 18:15 Relate incidents via this; ~ DT: Auto Pivot with Iris ‘
| DT: Check for Tagged Domanis
equifaxbreachsettlement.com 07/30/2019 17:00 As specified in the artifat  DT: Domain Risk Score ‘

DT: Profile Domain with Iris

3. Check the Notes section to see the results of the enrichment
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& Sourin Paul added a note to the Incident 08/17/2019 09:30 PR |I|
High Risk domain observed: int-suntrust.com, 100

& Sourin Paul added a note to the Incident 08/17/2019 09:30 PP EI
Performed DomainTools Iris profile of int-suntrust.com

Workflow to Discover Malicious Infrastructure

This workflow shows how DomainTools Guided Pivots can be leveraged within an Investigation. The workflow

template also allows users to configure a threshold for the connected pivots (default value is set to 300 domains)
based on their organization's security posture.

The workflow automates the ability to lookup associated IPs, SSL hashes, and registrant email addresses and if
available can reverse on these artifacts to retrieve domains associated with them. If a user wishes to pivot on

additional attributes of a domain, he can further extend the workflow to add additional decision steps and
conveniently accomplish that.

The default action on this workflow adds findings on the Incident Note, but users can conveniently add their
custom workflow or downstream systems to extend these further.

o Pival function dynamically
(269 chacks for the undertying
pivot on ssh_hash " ++veenes+q COMponent and reverses for
hssh N

Domain Information

Execute Pivols

@0

Q8 ——0.

Extend the workllow with custom
& actions based on your

value for

WD M,

investigations

‘Aliows you to
canfigure the Pivat

aulamating your — ’

» D 2
givot on email Execule Pivols

Workflow Name: DomainTools: Auto Pivot with Iris

Steps to invoke the workflow:
1. Follow the steps detailed above to locate an Artifact of type DNS Name
2. Click the Hamburger menu for the Artifact and select the workflow “DT: Auto Pivot with Iris”
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Tasks Details Breach Notes Members News Feed Attachments Stats Timeline Artifacts DomainTools

Add Artifact Table Graph

Search... Artifact Type: Al Date Created: All ¥ Has Attachment: All

Show 25 :

Type Value Created . Relate? Actions

M whoissuggest.com 08/12/2019 11:26 As specified in the artifact type sett 4 il -

[ DNS Name | whoisapi.com 08/12/2019 11:26 As specified in the artifac  DT: Auto Pivot with Iris ‘
| DT: Check for Tagged Domanis

m usb.vn 08/12/201911:26 As specified in the artifat  DT: Domain Risk Score ‘
. DT: Profile Domain with Iris

[ DNS Name | domaintools.com 08/12/2019 11:26 As specified in the artifateiype seryy ol -

T W Amdamimaa o s o gt o s | |

3. Check the Notes section to see the results of the enrichment

Tasks  Details Breach Notes Members NewsFeed  Attachments Stats  Timeline  Artifacts  DomainTools

SansSerit ¢+ Nomal 2 B I U & = = A K S E W

&
Search... Show Task Notes (7] Oldest Notes First Created By: 0 selected  Date Created: All =
& Sourin Paul added a note to the Incident 08/30/2019 15:04 PR El
New Domains discovered from NameServer - Iris Pivot Function
& Sourin Paul added a note to the Incident 08/30/2019 15:04 & = El
Discovering Artifacts lower than the Pivot Threshhold of 300 \n. Pivot List for this domain -- {u'OU=COMODQO EV Multi-Domain S5L,0U=TechOps,0=DomainTools,street=2101 4th Ave,street=Suite
1150,L=Seattle,ST=Washington,postalCode=98121,C=US,businessCategory=Private Organization,jurisdictionST=Washington,jurisdictionC=US,serialNumber=4710432". 3, u'domaintools.net': 155, u'DomainTools":
7, u'ns2.domaintools.net": 155, u'216.145.16.138": 155, u'199.30.228.28": 155, u'17318" 111, u'nsl.domaintools.net’: 155, u'Domaintools LLC'": 9, u'nsl@domaintools.net’; 23, u'199.30.228.112". 4,
u'f17d5cd44c5e55827e7c4efd8896845e62e35b02": 3}
& Sourin Paul added a note to the Incident 08/30/2019 15:04 PR EI

Performed DomainTools Ifis profile of whoissuggest.com
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Workflow to Pivot on Tagged Domains

This workflow template allows to automatically detect if a domain Artifact has been tagged by the Threat
Investigation resource inside of Iris with a specific tag. And based on the Tag value, allows the incident response

team to take adaptive response.

invoking as part of Domain Tags as found in

Eliminate this step while Take specific actions as
Profile workflow Domain Artifact

check for Specific

‘Em A
p  Create Task
Mote

et ".‘
( ) ) DomainTools :
Profile Domain
with...
& Start you:
workflow here

Mo Tags

Users can further customize this workflow to process a list of tags and take different actions based on different
tags. Please refer to the IBM Resilient workflow guide to customize the scripts/ actions according to your needs.

Workflow Name: DomainTools: Check Domain Tags Template

Steps to invoke the workflow:
4. Follow the steps detailed above to locate an Artifact of type DNS Name
5. Click the Hamburger menu for the Artifact and select the workflow “DT: Check for Tagged-Domains”
6. Check the Notes section to see the results of the enrichment
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